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VMware Workstation e Kali Linux wwaii ds b

https:/www.kali.org/ kali Linux 5 ol gégall JI Jo5MJI -1

DOWNLOAD e hsall o5

The most advanced
Penetration Testing Distribution

Kali Linux is an open-source, Debian-based Linux distribution
geared towards various information security tasks, such as
Penetration Testing, Security Research, Computer Forensics and
Reverse Engineering.

v

Virtual Machines ,Las| o3

Choose your Platform|
® o

Virtual Machines

Single or multiple boot Kali, giving you complete VMware & VirtualBox pre-built images. Allowing for a

control over the hardware access (perfect for in-built Kali install without altering the hast OS with additional

Wi-Fi and GPU), enabling the best performance. features such as snapshots. Vagrant images for quick
spin-up also available.

% Recommended % Recommended
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VMware ,LisU 8 o5 bit 64 - 32 &ly olil jlgz] 8a>g £95 Lis

VirtualBox - Hyper - QWMU JIs VMware J dliloo duslyi8l geoly jlis| Lyl cliSoy

a/c

EE'-I '5Y4 \ By

VMware Weekly VirtualBox Weekly Hyper-V Weekly QEMU Weekly

aloll 2l Juazill slgiil Asy

=R

kali-linux-2 | kal-hnue-2

023.3-vmw | BE23.3-vmw

are-amdtd. | are-amdod.

iz VITIWaTEVIm

Open with WinRAR i

Extract files.
Extract to "kali-linux-2023.3-vmware-amd64\"

Extract Here [




VMware Workstation goly Jroxi -2

[https:/www.vmware.com g8gall JI Jg5JI

Products JI Jisyl @i

@ Us Swore Login v

Solutions Partners Resources Q GET STARTED

vmware v

Move Fast and Be Free in
a Multi-Cloud World

Get flexibility and control. Go beyond virtualization with multi-cloud services for
cloud native applications, cloud infrastructure, cloud management, security and
networking, and anywhere workspaces.

GET STARTED WITH MULTI D

(OiSuaiy VMware ,9giy
Workstation Player puwl dilxe
Workstation Pro euwb dcgdieg

vmware Multk-Cloud Products Solutions Partners Resources Q GET STARTED
Services

A

Anywhere Workspace Cloud Management
Access Any App on Any Device Securely Automate and Optimize Apps and Clouds Run VMware on any Cloud. Any

Environment. Anywhere.
Horizon &7y VMware Aria ¢y

©n Public & Hybrid Clouds
Horizon Cloud ¢y CloudHealth ¢

S| Alibaba Cloud VMware Service
Workspace ONE ¢™y Skyline

muz | Azure VMware Solution
Workspace ONE UEM ¢y
Desktop Hypervisor

Manage apps in a local virtualization sandbox el poaiaiciatt \Mware ERGInE

App Platform

Build and Operate Cloud Native Apps D wima| |BM Cloud for VMware Solutions

&*==| Oracle Cloud VMware Solutions

Tanzu Workstation Player

Workstation Pro aws | VMware Cloud on AWS

Cloud & Edge Infrastructure

Run Enterprise Apps Anywhere ) aws | VMware Cloud on AWS GovCloud (US)
Security & Networking

Connect and Secure Apps and Clouds

Cloud Foundation/Cloud Foundation+ ¢
On Private & Local Clouds

SD-WAN/SASE Carbon Black Cloud
- o o owsc | Dell EMC VxRail
Telco Cloud Carbon Black Endpoint ¢ —

@39 | VMware Cloud on Equinix Meral
VSAN/SAN+ ¢ NSX/NSX+ ¢y

aws | \Mware on AWS Outposts
vSphere/vSphere+ ¢ NSX Advanced Load Balancer ¢



https://www.vmware.com/

o WORKSTATION
PLAYER™ «f =3

virtual machines on your Windows o

inu> A}?
DOWNLOAD FOR FREE

§ dcgdaally duiloall dsumid] ¢y Gyl Lo /o

g sLiol 8ju0 29 Snapshot Manager JI 8ju0) iU degdiall dsunill §ya)l />
b)Yl 8592 dublisl

<l gol&l jlel Lo @olpdl canaily Jroi A

Ctrl + O pS=xill d>g) e jLais VI gf Open a Virtual jLss| Kali Linux wwais

Corfigure Auto Start VM WORKSTATION PRO™17

Close Tab

7 Connectto Server... @ D7I Z

Exit

Create 3 New Open a Virtual Connect to 3
Virtual Machine Machine Remote Server
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& 3ol Lalall HLs

> kali-linux-2023.3-vmware-amdb4.vmwarevm

Name

kali-linue-2023.3-vmware-amd64.

File name: v

atl dxdall yglhiiaw walall Lis| Az

Kali-inux-2023.3-vmware...

r|:| kali-linux-2023.3-vmware-amdé64

mputer

0}

~ Devices
Memory
Pro
Hard Di

Network Adapter
58 Controller
ound Card

Display Auto detect

cription

~ Virtual Machine Def

vmware-amd64.v



(Wdyuaszi pae Juasy) Kali Linux ol wlaslge le Devices puud (ggizy

[ kali-linu-2023.3-vmware...

F|:| kali-linux-2023.3-vmware-amdé4

My Computer

Bl kali-linux-2023.3-vmwall

& -t

* Devices

Memory 2GB
Processors 4
Hard Disk (SC51) 80.1 GB
CD/DVD (IDE) Auto detect

S5 Network Adapter MNAT
USE Controller Present
Sound Card Auto detect

Display Auto detect

¢ Kali Linux pUs Jis il wlaolgall oo o /aw

1GB 8,515 Lle ablisis ¢Sy caluiid dulle wlawlgo I zlizy Y Kali Linux pls /=
20GB e i V ¢pajs d>luog 1GHZ 5555 alleog

Kali 5 duolxJl Password ¢ Username JIS plUaill wloglso e Description puud (ggizy
- gaizeall &idy> gdgeg «diolil wigaVl gdlgeg «oliill \Laumyll g8gog



https://www.kali.org/
https://www.kali.org/tools/
https://discord.kali.org

:Kali Linux Jasiusd

Power on this virtual & kali-linux ,Lisl

[[] kali-linux-2023.3-vmware...

l_'|:| kali-linux-2023.3-vmware-amd64

omputer

W] kali-linux-2023.3-vmwal

4l
FDevices

k Description

Wilals Jo>al ilgi 5 UiVl ol Enter ); le hualb Kali Linux jLas| cazy Jasicid] Az

Kali GNU/Linux

for Kali GNU/Linux

g in 4 se

12



Jo=>al Password g Username clio wlbuw Jusiidl dic

§ lopusi gaiuwl Jog Kali plUai) Password Jlg Username ¢ Lo /ow

_.___E Username : kali
‘\ Password: kali

22 Kali Linux plagiwl sadl cliSey doyall 13 J clgiog dic

KINTIRINU K

"the quieter you become, the more you are able to hear"

13
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Kali Linux J dxogwyJl dg=>lgll vy =i

P10 29,31 Juzuw SJI 0bdl digisVl Jas

(Suspend L1 pUa] (o Z9)Sl Jazui dic Juasn)

Log out kali

LR O

Shut Down

© 0 a

Hibernate Hybrid Sleep Switch User

# Save session for future logins

Cancel



dilidl Blayl JI Lock Screen oLsl digiyVl (Jai

O 4 A © 606 | & C

é,tllg widgll JI The Date obisl digisVl Jas

O 4 A

October

n 12 13
18 19 20

25 26 27

WhledVl 8 pSoill jus Sy el L8 whlebYl I Notifications sLsl digaVl s
Notifications settings JUs o

D 4% A O 80| @& G

Do not disturb

€1 Clear log

Motification settings...

15



o sl Jouiy ol aiSay (g3lg «d8Uall 1330 ()] Power Manager sbsl digasVl (Js
LaSlbll widlac] yavaii iyeSall gidg 8)15] (£ghull widlac] s wulslacYly Lailbgll

O & A O 747

Presentation mode

Settings...

O Power Manager

General System Display

Buttons

When power button is pressed:

When sleep button is pressed:

When hibernate button is pressed:

When battery button is pressed:

Brightness step count:
Appearance

Status notifications

System tray icon

2 Help

Security Devices

Ask

Do nothing
Do nothing
Do nothing

0= ok

¥ Close

wislag] bhus ySoy Ul L3 199g,Sulally wouall duws ] The Sound sbsl digasVl Jai

16

Audio mixer JUs (o guall

Audio mixer...




2hd Sy Cus (el Jaiell cogioVl JI ETHERNET NETWORK oLl digasVl Jas

.VPN Connections yus ¢e VPN JU JUasiVl gi Disconnect JUs ¢po iyl

Wired connection 1

VPN Connections

e 3)lgall Wilgiwlg plgally wililasll 8)lslg diblye JI Task Manager oLl digasVl Jas
lgall 8yl5lg eusiily ;LY S1EY 83udo L9 wuldosll slgil zoms (oI

=l Task Manager

- Q x|

F Processes: 202
Task

agent 4. 9.8 MiB
at-spi2-registryd --use-gnom... 284 9.7MiB
at-spi-bus-launcher 1265 1.4 MiB
blueman-applet 1432 50.5MiB
dbus-daemon --config-file=/u... 2 4.6 MiB
dbus-daemon --session --addr... 5.4 MiB
deconf-service 1542 54MiB
gnome-keyring-daemon --for... [ 11.5 MiB
gpg-agent --supervised 1296 5.3 MiB
gvfs-afc-volume-monitor ] 1.6 MiB

gvfsd 1302 9.4 MiB
gvfsd-dnssd --spawner :1.20 /... 19 10.6MiB 0%
gvfsd-fuse frunfuser/1000/gvf... 1308 10.6 MiB 0%
gvfsd-metadata 1680 7.9MiB 0%
gvfsd-network --spawner :1.20... 71729 10.2MiB 0%
gvfsd-trash --spawner :1.20 fo... 1683 10.0MiB 0%

P startingtask [ Changingtask  [J] Terminating task

17



LoS )3T Sl ahuw sLisy New desktop digii «lgie ()51 wlgisl 3395 gyl dgadl e
0Ll Zuog0

Sy ¢polgVUb diolil sldguull dilidl ddg,s0ll gi terminal emulator (I sbsl dgauVl Jas

o Root terminal JI Jg5I i PowerShell gl s18,3)1 dislidl JI Jo>MI pgadl Gle ,a0b
(eUaJl) Root wbisWuay sldguull ddslidl

S E@mP o]

. PowerShell
y D Root Terminal Emulator

Trash

S FireFox g (5,5 winiuaio cudll Sy Jo /-w

.6»>lg Brave g Google Chrome 5 (5,51 Winduaio wudli Sy psi />

Aylsl yoguai j o (Text Editor JI oLsl digasVl JXi

18



83432 Wialxo sbin] 9 eladxall ¢ Jaisdl LassY chome/kali/ I obsl digaaVl Jas

S|P O]

Minimize all open windows and show the desktop

BomP o
Q|
* Favorit

b @ - 802.11 Wireless Tools
@ Recently Used

E @ = Bluetooth Tools
AR aircrack-ng

@ fern wifi cracker (root)
I Usual Applications

Q 01- Information Gathering x Kismet

q‘_:-' 02 - Vulnerability Analysis

03 - Web Application Analysis

@ 04 - Database Assessment a wifite
rd Attacks

5
12 - Reporting Tools
@ 13 - Social Engineering Tools
m 14 - System Services

=




;o) 62V gVl s
UL o lgdis @i il wililall e g eldgiouall dlu

Bl Olako gros e ggicy :plaill Wlilo

Al LiSell adaaw wlake e (ggizy Sl zhuw

o

File System

20

Kali Linux oUas ;8 dawlwVI yolgVI

pwd (Print Working Directory): Jll Jlzxall (o)) pasiau
= kali@kali: ~
File Actions Edit View Help

— [~

Shome/kali




Is (List): Il Maxall ggizo oy oIS

k.

lealii@ keali: ~

File Actions Edit View Help

~

cd (Change Directory): wlal=xall ¢ JWiW o dsiauw
cd .. shygll JI 8ghs> g9l

cd iyl caloll I gg2yll

L}

kealif@ kali: ~

File Actions Edit View Help

e

Jusr/bin/X11

|-[ fusr/bin/X11

Jusr/bin

mkdir (Make Directory): aya> Mo sLiny oo

2 kali@kali: ~
File Actions Edit View Help

21



rmdir (Remove Directory): &,18 Mo Wiz paiuwy

- kali@kali: ~

File Actions Edit View Help

rm (Remove): sz i calo Wiz oy

kalif@kali: ~

File Actions Edit View Help

Srmgrmdi ol ¢y G481 gdlo /w

Wiz "rmdir" plasiwl cdgls 13] dg)lall wialzell J5YII Bi pasiume rmdir yof />
A& Gud Mxall G ] i Uns @y Gibicuw @Sl Wlalxe of Wlalo e (ggices Moo

U3 B Loy «sgizeall Win Laylg dé)lall wislzallg wlaloll i) pAdiume M ol
Lels 1> wlslxallg elaloll

22



touch: aya> calo sLinY pasdian

L}

kali@lkali: ~

File Actions Edit View Help

cp (Copy): Moo gl calo i) pXdiamy
test1 alxoll JI test caloll Jis @3 oUdI 090 Los

kali@kali: ~ftext]

File Actions Edit View Help

test ';:-E;t'ﬁ‘]

textl

-[~/textl]

cat: o calo ggizxo Yoyl EASuuy
| kali@kali: ~

File Actions Edit View Help

-~

test
You are welcome, I love you very much

23



clear: &ulidl (o polgVl amel i

sudo: root Jogumall wlbi>Wuay yoi Judii) oiseiamyg

= kali@kali: ~

File Actions Edit View Help

~

install nmap
Could not open 1

n denied)
Unable to acquire the dpkg frontend lock lib/dpk ck-frontend), ar

lock-frontend - open (13: Permissio

Done
Done
= L
nmap is o | the newe ersion (7.94+dfsgl-1kalil).
nmap set t i alled.
@ upg |

man: (yaso )A;U dbado 8acluwo e Jgazll oasxiuwg

| kalii@kali: ~

File Actions Edit View Help

touch [

Q By> hdl ggysll Juadily oVl g il dlolS dtuo yoliiw

= kali@kali: ~
File Actions Edit View Help

TOUCH(1) User Commands

NAME
touch - change file timestamps

SYNOPSIS
touch [OPTION] ... FEILE...

DESCRIPTION
Upd : and modif tic imes ¢ h FILE to the current

time.

A FILE

ind causes touch to
options

--no-create
do not c any files

24

Manual pa touch(1) line 1 (press h for help or q to quit]l
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oLl pusge LaS --help yoi plaziwl acluall Lle Jgazl Sou Lyl

"

kali@kali: ~

File Actions Edit View Help

[FILE] ...
andard output.

or when FILE

blank

. then andard input, then
input to ndard output.

http

ifconfig: IPyuglicg dSuidl wiglg (e Wlogleo (o,

O

kali@kali: ~

File Actions Edit View Help

T,RUNNING
ne 5

r @ collisions @

collisions @

ping: IP &S yue Cagudsoy JUaVI oY poaiiany
kali@kali: ~

Actions Edit View Help

PING
64 b

—+
m

es
5
5
5

m

t loss, time
ms




Kali Linux oUaJ oyell Jusduws)]

root

]

[ min) | (moo] | [ievi] | [eter] | [imomer) @ @ @

3 [ rroov | | sbir | [/srv1) [mpr] (1use ? fvarl |

| ins | { sincluder | ( nibr | (ssbinv |rcacher] {nogr | (ispootr] (mpr

No Directory Content

1 |y il wlalell ol
2 |/boot FiguaSll JoVl Aagaill Glai &S)Linall ALl juég diul wlale e (ggioy
3 |/bin OSey yolgVl 63 Is « cp « mount Yo cdolgll dduais)l wlalall yasy e Ggimny

Oodxiumoll graz Ju8 o o] Jguogll
4 | /sbin Pl Jodumo J:8 (o baitd 83le lolusziis iy il ol e (ggizs
5 |/lib 2ol Wlise e ggizy
6 |/etc OlogSUl gao> e ggicu
7 |/dev Pl Gle jlgl lalo grox Lle ggiow
8 |/tmp Pl e @Bgall wlalall gaaz Lo Ggizy

26



9 /var o2l wlalog plall Jouw wlake (o daliso Elyi o Sple wlale e (sgizxy
HusVlg 2,0l ilalog deldall cudgall

10 /proc Elgil JI Jgogll 51891 Linux dawlgy Uisaeliys o5lis] @i (o1yi8l wlale ol
/dev juc Lol Jgogll ySe V il 8592V1 Wlogleo (1o dinso

11 | /usr 2ol calo e (ggizy (rodRiumal b dlo Wb Wlalellg Zolydl (2] Mo
,utq wlisall ¢ dyiuaiill

12 ( /home Aol Wlily Sle JJJI 13 (ggizy
13 | /media dljW dL8 hilwg e 59
14 | /opt «ey0racle ) Jio (olyasl JSuin adde wldubill pas Culi @i g)lisl Jud>
15 | /root 22 pazivual) uiyl JJ I

Kali Linux JI Jgogll gLsgi

Command Line interface CLI ( olgVl Jous dg=>lg )

el o158V gisgll

3131 I 63l Jgog i) gy odic 8aubog pUaill e ( teletype dhoxo) TTY 6

27

Alt + Ctrl + Fn )j plagiawl )3T JI tty o Juawil

Ctrl+Alt+F1 (tty1) Ctrl+Alt+F4 (tty4)
Ctrl+Alt+F2 (tty2) Ctrl+Alt+F5 (tty5)
Ctrl+Alt+F3 (tty3) Ctrl+Alt+F6 (tty6)




Username & Password 551 clio cllaaw yolgVl jhuw dgalg Sl JesI die

username: kali & password kali

Kali GHU-Linux Rolling kali ttyl

kali login:
Password:

Alt+Fn Lle bl cliSay 5Tty J JWEoYI 3559 tty 8 s 13]

Graphical User Interface GUI ( drogawyll pasxiuuall dg=lg )

KO U N

"the quieter you become, the more you are able to hear"

55 5 13] 18V Jpuogll @by ol Ainsss iSos
Wloguyg whigilg @ilgd e ggioy

Ctrl+Alt+F7 o) 83921 gi droguuyll dgzlgll JI JosMl dyyi S 13]

28



pUAII Jasis 8slel of BliyY daliswo ol

init 0 Pl Jusis Bliy)
sudo shutdown -h now now ¢Vl « m dauds « h delw :yuso (poj Jusziuid] Ll
halt Sudo we,Jl dxsMuay Jos ol Juseiss Bl
reboot Jasziuidl 85lelg Lol
init 6 Ul Juseius Ble]

wlegazolly (yrodimmall bl 8)15]

Root User / e root ID=0
SuperUser dlolsl wloWall aa)  ®
2950 dols llaiy V g3lell pasiunall G Al o 23l o
(kali) ;950 dals callaiy a2l J] @a3lall paiumoall po Jpasill e
20Uyl i) dsgline RoOt JI eilisWio (i Lo 83lc
root/ Alzwe 9 Vjse izl Guudyl Juall e

Service dagad)l oYl B 49 JI 1 o 1aw passacll Byzo o
User / gzl WhlauoYl 9999 JI 1 o Iaw pasiamell Gymo ®

Wl JI Jo>2JUL o )
Users @ Gl s>l dJ zouwV @

29



Normal dogad)l WljlauoYl 3 500 (o Iy pasiamell WByo

User

82332l WhluoYl ;3 1000 o fay easiumell Yyzo

el Lle 859320 Whiolo aya) a>gi

Pl ] Jo>b ) xouus

(kali) y9pall dals Callaiy y32dl paiumall ] Jaasill

home/ alzxo B jduo paSumall iyl Ju I

290 dals by (gl pasiume ] gIle pasiume o Jraill

-
o3

= ¢ sudo ol g2 Lo

DA el e s (gl Y= e 8)3dll ayalg Gilall pasiunall 9o (RoOL) il o
.root e Yy sudo pasviu Jeizall jpall 36 dles> e Joazl Joi oo

lgolasiuwl pgiSos ¥ il 3olgVl J] Jgogll degazally padiuuall SUdO owwy o
8ole

S Jo I ozl 092 Jguwall Wijliinl le Jgaxl paxivumol) SUdO Zowuuw @
.Root

.sudoers calo JI douwl d8LS| Lizy sudo bWy passaell 395 J2i o @
wegaill jyme plasiwl Bpiilo oy iy Vg 132 pgo caloll lin

I Jgogll gio I el (63§ 388 (usuo pué JSuiy sudoers walo )25 @3 15] @
Pl

30



Kali Linux cuuis sic Loy plddl wsy dolo wighs

:30lgVI pladiawl pUall cgasds -1
sudo apt update

sudo apt upgrade

GVl Laslg gloVl wigsl ¢po yasll Lle Kali Linux :ggizy gloVl wigol s -2

dlgio 85laiwVlg jLasVI (o1)EY WigaVl s3> plasiuwly WLiSiw] liSay ] dumd
.Metasploit Framework , Wireshark , Nmap Jio

kali@kali: ~

File Actions Edit View Help

install nmap
[sudo] password f 1l
ding pz e t Done
Done
Done

installed, 8 t and @ not upgraded.

S 13] eyl Sl Jeoglly pusuo JSuin dSuidl (eSS ¢po 3SU rdSuil (95 -3
«8Lo] wilgsl Joji gl wlipass ] dloy

:doliall Wlgzlgll yoy=t ifconfig yol pasiwl

—

kali@kali: ~

File Actions Edit View Help

CAST , RUNNING , MULTIC
netmask

collisions @

errc oppe ¢ I.: frame @

carrier @ collisions @




"eth0" J ayline JSuiv 8lowo (195 851 clgingSi o8 waéyi Ll dSuidl dgzlg (e syl
S LI dSaidl JUasll "wlan0" of duShul dSuidy JLail

:(Ethernet) aSludl dSuidl (5985

JUS o Gilali JSuis IP plgic Gle Jgazllg de=lgll Jusisd JUII 30Vl plasiawl
:DHCP

sudo ifconfig ethO up

sudo dhclient ethO

kali@kali: ~

File Actions Edit View Help

~

eth® up

~

ethe

vlgic o "PINg” yol plasviawl cliSoy (@ loviy iYL Juaio bl (o @il :JLasVl jLis|
:JGadl Juww e . Bgym0 Laude pul gi IP

= kali@kali: ~

File Actions Edit View Help

icmp_se

from mrs@9s13-in-fl4.1el00. ( 51. 6): icmp_se
ime=91.0 ms
64 bytes from mrs@9s13-in-fl4.lel0@. ( 51. 6): icmp_se
ms
from mrs@9s13-in-f1l4.1e100. ( .37.46): icmp_se
ms

om ping s isti
ismitted, 4 r = L time 3
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D sl Jud WidlacYlg delgll ULl dablis] guws Joass 08 : blisVl gl pLdll -4
23T yoy8 9l 8)900 Lale I JolSIL wikiall Yoyl i) "dd" plasiuw] cliSoy (Uil (o5
diel dg>g J| LbLis VI guill du>gi (o IS

1uoydll il "dd" plaziuwy
sudo dd if=/dev/sda of = dsuill aazl calall puwl bs=4M

kealii@kali: ~

File Actions Edit View Help

-~

if=/dev/sda of=test bs=4M

8jm0 plaxiwl Workstation Pro golys (o el dablis] &uws Joc clisoy Layl
:snapshot

0 kali-linux- are-amd6d - VMware Workstation
File Edit View VM Tabs Help =t o o= =

Library %

= &)
linux-2023.3-vmwal

x kali-linux-2023.3-vmware....

S mm P o]

Home

)
File Edit View VM Tabs Help el N ME E

X
X kali-linux-2023.3-vmware...

S EmPkoOF]-]

puter

kali-linux-2023.3-vmwall

' Taking a snapshot lets you preserve the state of the virtual
machine so that you can return to the same state |ater.

Mame: Aablar ¥l Aeauil] Sl vaiSl

Description: a3 .l Lady wises 4l |

Cancel

Home

33



Ll dablis VI dsuill I 925U

& kalidr -vmware-amd64 - Workstation
File  Edit Tabs  Help =2 @ 4 | i=" =

x kali-linux-2023.3-vmware...

Y@ PO

Home

)
File Edit View VM Tabs Help

Library
WMware Workstation

By restoring this snapshot, the current state will be lost.
mputer ! & < Sdil

)
ux-2023 == IDo you want to restore “Snapshot 27 I

o)
File Edit View WM Tabs Help

Library

@ G

Snapshot 1 EREECMEN  You Are
Here

Snapshot created 01/11/2023 11:10:46 am
Name: Snapshot 2 Take Snapshot...

Description:

5[] show AutoProtect snapshots | GoTo I AutoProtect...

1 snapshot(s) selected




0o dsuwlg degamo ] Jaogll el s Kali Linux :plasiwVl wljlge guwaig elss -5
lillgo Crmmig Jlad JSuin lgoladiul duauS plsiy 08 .@lasVl HLislg gloll wigsi

e Waas Gloud) Skl caasill ol (5gSi Juads :dslalll szl Jasis -6

s

. .5 « . % RS o
By V1 droll el asal

Wl Usogll il (firewall) dylosl jlas ¢u9Siy @8 :(Firewall) dslosl jlaz g5 -7
loxgll po diylasg plall

:UFW oVl canity 08 dylo> jlaz (29SS

sudo apt install ufw

O

kali@kali: ~

File Actions Edit View Help

130Vl plagiwl UFW Juedis 08 ccuiill Asy
sudo ufw enable

k

kealif@ kali: ~

File Actions Edit View Help
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lod] Jsogll zlowdl (8 wiéyi il 38Liallg wiloadl Ayasig 1ozl Aclgd (oS wliSoy

(22 3aiall) SSH J] Jpoglb glowd) (Jlodl s e gl Jguo9ll Ziog
sudo ufw allow 22/tcp

k.

kalif@ kali: ~

File Actions Edit View Help

allow tcp
Skipping adding ex i

ng rule
Skipping adding exi

ing rule (v6)

:(JtioS 8080 idio) (amo ddio I Jgwogll gic)

sudo ufw deny 8080/tcp

k.

kali@ kali: ~
File Actions Edit View Help

8080/tcp
Skipping adding sting rule
Skipping adding existing rule (v&)

sudo ufw enable : 3oVl plassiawl alisisy 8 lazdl Aclgd (ueSs A

130l plagiawl UFW dl> (o @asull cliSey

sudo ufw status

k.

kali@kali: ~
File Actions Edit View Help

S— }— [ o~

status
Status: active

Action

ALLOW
DENY
ALLOW
DENY




ol plasiuwly Gl (e85 cliSoud (pUaII Juis £y Jie UFW Juseiis 8 cadyi i 13)]

sudo systemctl enable ufw

kali@ kali: ~

File Actions Edit View Help

Status: active

Action

ALLOW
DENY
ALLOW
DENY

23| pasiamol) duslyidVl jg,0ll 4olS yuusti (o ST :duolyidY1 Hg 0l dalS Cyams -8
339290 19315 13] (50 y5T (a0 dsiue (slg (root)
Jasiawlg JGI oVl Y531 .j9,0)l dalS i) pasiumell pwl go "passwd” yoVl passiwl
:0)9)0 dolS yuusti (9 )i (g el "username”

sudo passwd username

LS

kali@kali: ~
File Actions Edit View Help

| o~

kali

[sudo] password for kali:
ew password:
ype new password:
passwd: password updated
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815V auwl

Kali Linux wlgsl el

Nmap Gl amd) pasdiud Gl dSuid] gauo 815
lgde dolioll wloasllg 852V WLSIg
Wireshark OSway (Al jue Wbl aS)> dadlyo 2oly Va(
Olozgll BLiSlg dSuidl dSy> Jul=id aolaziwl | WIRESHARK

Metasploit 0Sed (VI Hlislg Wil JUssiuwY dig8 duaio Metasploit
Framework 8lsVlg gVl H)lisl (o loVl Ldyixe
Burp Suite )l Wiy BLaESY pasdius Gl gloVl LS| 8l

gl Wl 8 yloVl )Luslg
Hydra Lgolasiuwl Sy ¢yg0ll lalS 88 HLiSY 8l

dduid y9y0 lalSy Ghlws §lyis] dglxal

John the Ripper

e i ()9 all ilalS 898 ,LusY digh 1o
1950dl dolS (yrass Wlosd

38


https://www.kali.org/tools/nmap/
https://www.kali.org/tools/wireshark/
https://www.kali.org/tools/metasploit-framework/
https://www.kali.org/tools/metasploit-framework/
https://www.kali.org/tools/burpsuite/
https://www.kali.org/tools/hydra/
https://www.kali.org/tools/john/

ULl aclgd Wiy JUsziwlg BLAESY padiand 8151
sQL

Nikto

cugll wliubhi pamal pasius gVl jLis| 8lsi
d=5lidl Wil Blasslg

Nikto.;

aPractical Website Vulnerability Scanner )

Hashcat

blituwlg jwSJ passiaus 9 pell wlalS 898 ,LusY 8lsi
8yainall ygy0ll wlalS

Maltego

logleall Jul=xig gos) padiui gloVl Julss 81i
eyl e

39

:yol plasiwl oMel wigaVl (gas] wicl

sudo apt install = 815V1 puwl

O

kali@lkali: ~

File Actions Edit View Help

sqlmap

1i:

1ibjim@.81 1libnfs13
libutf8proc2
er



https://www.kali.org/tools/sqlmap/
https://www.kali.org/tools/nikto/
https://www.kali.org/tools/hashcat/
https://www.kali.org/tools/maltego/

: yol pasiuwl oMel wlgaVl (o 8151 gl Jg> Baclunall 2gy5 S 13]

--help

= kali@kali: ~

File Actions Edit View Help

-u URL, —url=URL
-g GOOGLEDORK

options can be how to connect to the target URL

wlegazolly (yroddiamall bl 8)15]

2

useradd > oA sl

usermod -G degozal aidlsl gl pasiumell WlsWio Joasid

userdel PAxiuwall Wi>

passwd 19»0Jl dolS (puusi 83lc]
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-~ help pasiuwl ¢aso yol Jg=> Juoliill (o Sj0ll

useradd --help

usermod --help
userdel --help
passwd --help

wlegozall

groupadd 833> degoso slisl
groupmod dcgozxoll Joasi
gpasswd 19)0 4alS pusi gl wd
gropdel degozeoll Wi

41

-- help pasdiwl gaso yol Jo= Juolail o Sujoll
groupadd--help
groupmod--help

gpasswd--help
gropdel--help

legazall § aoddtumall Jo> dijall wlogleall

sudo ol passiawl gl «alall 8¢ly)(root) L) pasdiume 1eSI Ui sy




:JUS o o)l d9ys0)
sudo cat /etc/passwd

kalif@kali: ~

File Actions Edit View Help

r/sbin

osquitto
tsim:/usr

‘o.\:ﬁélu.m]l ‘n.w| P.\ﬁlum.” d)ao )9all dals

test 1002 XXXXX 1002 Gl Ao /home/user1 /bin/bash

kali@lkali: ~

File Actions Edit View Help
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:JUS (o wicgozall dy2a)

sudo cat /etc/group

kali@kali: ~

test XXXXX 1002 test, test1

sudo cat /etc/gshadow

kali@kali: ~

File Actions Edit View Help

::stunneld
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oS 9 dalisall wlaloll glgil

calell 95 sopl
Normal File -
Normal Directory d
Hard Link -
Soft Link I
Character Device c
Block Device b
Socket File s

03l lalo VI

Read alall (ggizeo o) JHI 9 wlaloll de5l8

Write caloll (ggizo Wimg pyxig udse | e 839290ll Wlalall Wbl of d8LS)

alass gi JuaJl Wis gi Jual

Execute 032835 gl waloll Juszisi (cd) oi (Is-1) Josc cliSoy

44



UV Joass

a2l diyyhll
e user (u) e Read=4
e group (9) e Write=2
e others (0) e Execute=1
e all(a) e Total permission =7
e mean add (+)
e means remove (-) 03] Jsas) chmod 664 file 1 yoi passiuy
e means Set (=) .aloJl

wlalell Lle ©bgdVI Juas) chmod yol paseiumg
ladswall of
gl by B ST gf axlg (3] Juasi Sy

Kali Linux ).olgi

/ 3oVl ogll
1 | useradd WA pasiume Wlws cliv) s
2 |usermod pI3xiumall Clws yailas Juasi) A
3 userdel Aol Gl Wiz pasiuug
4 | passwd Pl Clwzd jgy0ll dolS juasti) paSian
5 | groupadd 83322 pASiumo degozxo sl oA
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6 | groupmod el 99 839290ll Wlcgozxall yaibas Juasi) pasiaw
7 | groupdel Ao dEgoxo Wiz pASiam
8 |gpasswd dcgazxoll j950 dalS yuusi 9l Guasts
9 |id pAZiuall Jo> Wlogleo o= pASiu
10 | touch aiBg s gl §)18 Ayaz alo sLisY pdduu
11 | mkdir ST ol 3932 axo sLisY S
12 |cd (418 221935 (g Mzxall) Sl Moxall paasid I3Gny
13 | chmod Wlalzollg wlalol Joogll WMo jusid iy
14 | chattr Wlalxallg Wlalell Lle dols loww dlj] gf uusi) oIS
15 | Isattr Wlalzxallg wlalol Wlowdl o) ARIu
16 | chown Olalzxollg wlala)l cllo il oAsdian
17 |Is Hl Aol 3 Wiskxollg wlalell daild yoye) pAiuy
18 | groups EASiuuall o] el Ul Wlegazxall Yoyl ISy
19 | fdisk ole plwdVI Wisg Joasig sLiwV) gajsill yol,di 8)15Y pasiaug

(uol,8VI
20 | mkfs welBVI Jio 12530 jle Lle Wlale EUS sLisY pAdium
21 | df (disk free) dolioll d>lunollg dosiamoll dolusoll Jg> wloglo yoys) oAy
22 | mount (root) wlalall pliiy yase wWlake e (Jwogs) byl padciuw
23 | umount AW dLal 8392V of Yol BV pLwdi (Juogi Juad) Jrad) piasiuwg
24 | e2label (label) wlala)l pUal doMsl i gi sl oISy
25 | blkid (block ID) | dbaiell (yol,8VI) pLudVlg ¢yujsll 8iga Jo= wlogleo o) @ISy
26 | Is -il FEI Jl 8 Wlalzxally wlalall Jg> duado Glogleo o) AR
27 |df-ih welBVI Lle gujsall dobuo 2593 Jgo Wleglao oy pAiumy
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28 | e2fsck wlaloll plbs ;3 slasi 2lolg yamal eAdiuw
29 | dumpe2fs wlalall ol Jo=> duduasi Wlogleo glhiawY pasiui
30 | tune2fs Wlalall plas widlacly Wlogleo Jyawid oAy
31 | mkswap wbiall goyill o sj dings 9l oL cilo sLis) pasium
32 | swapon JILI pLwdi gi Joball wlale Justi) pisiumg
33 | swapon -a (swap files) dd,=all oLl wlilo groz Jasai) pdiau
34 | cp (copy) »>1 @830 ] @890 o Wialxeg wWlale fuui) eaZiu
35 | mv (Move) 22T o0 Gl Yo o wiilxeg wlake Jii) sy
36 | rm (Remove) Wlaloll plas (o Wiakzxo i Wlile Wiz pasiumy
37 | gzip dbgibn wWlalke slisly wlalell bhsid) ik
38 | gunzip GZIP dbgsubnll wlale s cla) piaiiaug
39 | bzip2 Bzip2 doj)lgsdl plasiuwl wlalall bhsus eldg hsud) oAy
40 | bunzip2 Bzip2 édojylo2] plaskiwl dbgsuinll wlalall bsusd cla) pasiou
41 |tar Wlakzollg caninVl Wlale 8)lslg sLiny it
42 | find Pl J>1> Olalzxog Wlale (e Casll ARG
43 | locate Pl J21> Widdxeg Wlale e )giel) ISy
44 | whereis gyl (Wllunall) g8lgell (e Caeal) @Ay
45 | which U0 (§3xiis Lale e ggizy (A (OSadl) jlumodl e jgiel) paSium

3320 ol gl gl
46 | head i cilo o VI phwVl yoyel padium
47 | tail o dilo o SVl yhull Yoyl EARuy
48 |less Gl 5 y0illy iucil] CliSe diighy o ilo sgize (dy2) @Ky

w05 yymay ol il dolall (g
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cat

dalidl e o) cile gime Yoy @Ry

50

ps

(olpl) wldosll e Wlogleo o=l pASiuw

51

ps a

(doy ] wllasll) wldosll (e wlogleo o2 Ay

52

ps aux

llosl guoz e duado wlogleo Loyl pAdiuw

53

pstree

Wldos)l JSa oy AR

54

ps -ef

()l Gldesl) Bllosll &2 Jo= duado Wlogleo (6y2) IS
el L79

55

Gllas e Gzl o A3y

56

Ol (Blay)) slgsV pAsium

57

bl s gl il oAy

58

JloeVI 8)l5lg Yoy ISy

59

drololl J] &xalill (po dalas cala) @ASiumy

60

w e . L e gee we £ o ape 2 . o e 2 ee
daalidl & wlilasdl 3uiis 8Ly of dilinll b Wlilasll Jaseiiid @iy

61

runlevel

Jorsiuidl (ggiamo o)) ISy

62

telinit

o & oee I o 2 ve e
o (5G0 pasti) @ ASiuu

63

chkconfig

Dz £y die Golals Lplaid LiugSig pUail wlods 8)15Y oX3ium
elasll
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(xailaall d>gJ) Kali Linux wljlais|

0lgVl 3xai5 Jagawid (Terminal) pSxill d>gl L8 whlaisVl o Ayasll pladsiwl cliSoy

soiilioll dogl L8 dilidl WhLaisVl asy el] .dstisYl 85bjg

Jbais i daubgll
Tab yolgVlg wlaloll (Auto Complete) dslalil @il JloSiawl
Ctrl+ C 2oyl gi (g)ll 1oVl Jusis slalY
Ctrl+ Z adlisiwl Sy dudlll L8 asidgg Bidso yol Jusisi Ladg)
"fg" plasiuwl
Ctrl + D 8381 GUe] of dulol dadad] (o g3l
Ctrl + L lgaukaisig doLin)l el
Ctrl + A G sl dilay ] JlEsw
Ctrl + E Gl bl dilgs I JlasswW
Ctrl + U sl 13y ] pivsell Roge (o pail Wiz
Ctrl + K sl dilgs J) gl gidge (o yaill B3z
Ctrl + R ol Wyzo plassiawl dislw yolgl (e Casell
Up Arrow / Down olgVl Yo B das>Wlg dasbuwll yolgVl oy Jiticl
Arrow
Ctrl + Shift + T d:8LS] pSxi 8380 sl
Ctrl + Shift + W dJl> oSxi 8380 @uUey
Ctrl + At + T 833> oS 838U il
Ctrl + Alt + F1 )| F6 (TTY) 38lg5 ¢y Jurui)
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